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Introduction

The JN0-664 Service Provider Professional (JNCIP-SP) certification is intended for networking professionals who
work with advanced routing and transport technologies in service provider environments. It represents a
professional-level validation of the ability to understand, deploy, and support scalable network services across
complex infrastructures. In a modern IT context, this certification is relevant for roles that require strong
knowledge of core routing behavior, service delivery models, and resilient network design.

About This Training / Certification

This certification assesses professional-level competency in the technologies commonly used to build and
maintain service provider networks. It is generally positioned beyond foundational and associate-level study, with
an emphasis on applied understanding of routing protocols, VPN services, multicast, and traffic treatment across
large-scale networks. Within a broader learning path, it fits as a progression for candidates who already
understand core networking principles and now need deeper knowledge of how service provider architectures
operate in production environments.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

This certification blueprint centers on several major knowledge areas.

One core area is OSPF, with attention to how link-state routing supports internal network reachability, topology
awareness, convergence, and scalable design within provider-controlled environments. Candidates are expected
to understand route calculation, adjacency behavior, area design concepts, and the operational impact of OSPF
in larger routed infrastructures.

Another major area is IS-IS, which is highly relevant in many service provider networks due to its scalability and
flexibility. Candidates should understand how 1S-IS forms adjacencies, distributes topology information, and
supports stable routing in environments where efficiency and consistency are important. Conceptual
understanding should include hierarchy, route propagation, and design considerations for larger networks.

BGP is also a central domain. This area focuses on the role of BGP in interdomain and service provider routing,
including path selection, policy control, route advertisement, and scalable exchange of routing information.
Candidates should understand how BGP is used not only for external connectivity but also as a control
mechanism for advanced service deployment inside provider networks.

A further area is Class of Service (CoS). This domain addresses how traffic is classified, prioritized, and
managed so that different application types receive appropriate treatment across the network. The expected
understanding includes traffic behavior, queuing principles, forwarding priorities, congestion handling, and the
broader goal of maintaining predictable service quality.

IP Multicast is another important domain. Candidates should understand how multicast enables efficient delivery
of traffic to multiple receivers, especially in bandwidth-sensitive environments. This includes conceptual
knowledge of multicast forwarding, group membership behavior, distribution trees, and the operational role
multicast plays in service provider offerings.

Layer 3 VPNs form a major service-oriented area within the blueprint. This domain focuses on how providers
deliver logically separated routed services for customers across shared infrastructure. Candidates are expected
to understand the principles of segmentation, route exchange between customer and provider contexts, and the
architectural purpose of L3VPN services in multi-tenant networks.

Layer 2 VPNs are also included as an important service provider technology area. This involves understanding
how Ethernet and other Layer 2 services are extended across provider backbones while preserving customer
separation and service transparency. Candidates should grasp the service model, forwarding concepts,
encapsulation purpose, and the distinction between Layer 2 and Layer 3 service delivery.

Detailed Knowledge Explanation

1. JN0-664 BGP
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The Border Gateway Protocol (BGP) is the fundamental "language" of the Internet, acting as the strategic engine
for inter-domain routing and policy enforcement. In service provider (SP) environments, BGP is not merely a
path-finding tool; it is a sophisticated policy-driven framework that allows architects to control traffic entry and exit
points, ensuring transit efficiency and commercial SLA compliance.

1.1 What is BGP?

BGP is a path-vector protocol designed to exchange reachability information between Autonomous Systems
(AS). Unlike Interior Gateway Protocols (IGP) like OSPF or IS-IS, which use Link-State Advertisements (LSAs) to
build a map of internal topology, BGP focuses on the "big picture." It makes routing decisions based on Path
Attributes (PAs) and administrative policies rather than simple interface metrics or link speeds.

1.2 Key Concepts

To scale a global network, BGP leverages a hierarchy of operational components designed for stability and
extensibility.

1.2.1 BGP Attributes

BGP leverages a robust hierarchy of PAs to determine the optimal path. Architects use these to manipulate traffic
flow and prevent routing loops.

Attribute Directional "So What?" (Architectural Insight)
Control

Local Outbound The primary tool for choosing an exit point. Higher is

Preference preferred. Set this at the ingress PE to influence the entire
AS.

MED Inbound Suggests a preferred entry point to a neighbor. Lower is
preferred. Neighbors may ignore this unless an agreement
exists.

e AS_PATH: A list of ASNs traversed. It is the primary loop prevention mechanism; if a router sees its own
ASN in the path, it rejects the update. Shorter paths are generally preferred.

e NEXT_HOP: The IP address used to reach the destination. In iBGP, this attribute is often preserved,
necessitating the use of next-hop-self at the AS edge.

e Community: A tagging mechanism (e.g., no-export) used to group routes for collective policy
application without re-evaluating every prefix.

1.2.2 BGP Sessions

e eBGP (External BGP): Peers in different ASes. Sessions have a default TTL of 1, requiring direct
connectivity unless multihop is configured.
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e iBGP (Internal BGP): Peers within the same AS. To prevent loops, iBGP-learned routes are not
re-advertised to other internal peers (the Split Horizon rule), requiring a full-mesh topology or the use of
Route Reflectors.

1.2.3 MP-BGP (Multiprotocol BGP)

MP-BGP extends standard BGP to carry multiple address families (AFI/SAFI), such as IPv6, Multicast, and MPLS
VPNs (VPNV4/VPNV6). This extensibility makes BGP the indispensable backbone of multi-service provider
networks.

1.2.4 Failure Recovery

e Graceful Restart: Retains forwarding state during a control-plane restart, preventing traffic drops.
BFD (Bidirectional Forwarding Detection): Provides sub-second failure detection. While BGP timers
(typically 90s) are slow, BFD allows for rapid rerouting within milliseconds.

1.3 Advantages of BGP

BGP offers massive scalability (handling over 900k Internet routes) and fine-grained policy control, allowing
providers to implement complex peering and transit agreements.

1.4 Use Cases

BGP is utilized for Internet peering, managing MPLS VPN control planes, and providing reachability in Data
Center Interconnect (DCI) environments using EVPN.

1.5 Junos Configuration

Junos uses a hierarchical grouping logic. For session stability, architects peer to loopback addresses. Logic: If
a session is tied to a physical interface and that link fails, the session drops even if the router is reachable via
another path. Peering to a loopback separates the session state from the link state (recursion logic).

# Example iBGP with Loopback

set protocols bgp group INTERNAL _MESH type internal

set protocols bgp group INTERNAL MESH local-address 10.0.0.1
set protocols bgp group INTERNAL_MESH neighbor 10.0.0.2

1.6 Best Practices for Beginners

Attribute Mastery: Prioritize understanding how Local Pref and AS_PATH interact.

Stability First: Always peer via loopback interfaces for internal sessions.

Security: Implement MD5 authentication and TTL Security (GTSM) to prevent session spoofing.

Policy Discipline: Use policy-options to filter all eBGP prefixes; never accept the full table without a
"sanity" filter.

s

1.7 BGP Best Path Selection: Full Decision Process
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Junos follows a 9-step deterministic process. Crucially, the order is non-customizable. To be an effective
architect, you must manipulate attributes high in the list (Step 1-4). If you wait until Step 6 (IGP cost), you have
lost control to internal topology factors.

Highest Local Preference.

Shortest AS_PATH.

Lowest Origin Type (IGP < EGP < Incomplete).
Lowest MED.

eBGP over iBGP.

Lowest IGP cost to NEXT_HOP.

Oldest Path (for stability).

Lowest BGP Router ID.

Lowest Neighbor IP Address.

©CoNOWDN =~

1.8 BGP Loop Prevention Mechanism

e eBGP: Uses AS_PATH. Routers drop updates containing their own ASN.
e iBGP: Uses Split Horizon. A route learned from one iBGP peer is never sent to another. This forces the
need for Route Reflectors (RR) or Confederations in large environments.

1.9 iBGP Split Horizon Rule
The "So What?": Without a full mesh, reachability breaks.

e Route Reflectors: A centralized hub reflects routes. Simple but creates a single point of failure without
redundancy.

e Confederations: Divide the AS into sub-ASes. Within a sub-AS, iBGP rules apply; between sub-ASes, it
behaves like eBGP, allowing for regional policy autonomy and granular path manipulation.

1.10 Peer Grouping and Update-Source Configuration

BGP Groups allow for efficient update generation. Instead of the CPU calculating an update for every neighbor, it
calculates once for the group, significantly reducing overhead.

1.11 Confederation: Internal AS Scaling Tool

In a confederation, the internal AS is split into private sub-ASes. The "So What?": Confederations allow different
regions to act as separate eBGP entities. This means they can have unique Local Preference policies that
wouldn't normally propagate in a standard iBGP environment, facilitating hierarchical autonomy.

BGP provides the essential reachability layer; once connectivity is established, we apply Class of Service (CoS)
to protect critical traffic.
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1.12 BGP Practice Question

Q1: Which BGP attribute is primarily responsible for preventing routing loops between autonomous systems?
A. MED

B. NEXT_HOP
C. Local Preference
D. AS_PATH

Q2: What is the default Time to Live (TTL) for eBGP sessions, and why is it significant?
A. 64, to allow multi-hop sessions by default

B. 1, to enforce direct connection between peers

C. 0, to ensure routers don’t establish adjacency unless configured

D. 255, to match iBGP’s default TTL

Q3: In the standard BGP path selection process, which attribute is considered first?
A. Local Preference

B. Origin Code

C. AS_PATH

D. MED

Q4: What is the main purpose of the NEXT_HOP attribute in BGP?
A. To define outbound traffic priority

B. To signal if the route is internal or external

C. To indicate the IP address to reach the route destination

D. To mark the administrative distance of a route

Q5: Why are Route Reflectors used in iBGP networks?

A. To reduce the need for full mesh peerings

B. To increase the convergence delay for policy propagation
C. To modify AS_PATHSs for external advertisement

D. To enforce best path policies for MED

Q6: What does the BGP community value “no-export” do?

A. Ensures the route is advertised only to directly connected peers
B. Prevents the route from being advertised outside the local AS
C. Instructs BGP to remove the NEXT_HOP attribute

D. Prevents the route from being used in MED calculations

Q7: What is one key reason to use MP-BGP in an MPLS VPN deployment?
A. It supports the exchange of VPNv4 and VPNv6 routes

B. It prevents overlapping route advertisements in iBGP

C. It enables the use of multiple IGPs for route reflection

D. It allows separation of control plane from data plane

Q8: Which BGP feature allows a router to maintain forwarding state during a control-plane restart?
A. Graceful Restart
B. BFD
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C. Route Dampening
D. Route Refresh

Q9: What is a fundamental limitation of iBGP that requires the use of Route Reflectors or Confederations in large
topologies?

A. iBGP cannot use MED

B. iBGP does not modify AS_PATH and cannot advertise iBGP-learned routes to other iBGP peers

C. iBGP does not support BFD

D. iBGP always assigns equal LOCAL_PREF to all routes

Q10: Which Junos configuration command sets a router as a Route Reflector for a specific iBGP neighbor?
A. set protocols bgp group internal neighbor 10.0.0.1 route-reflector-client

B. set protocols bgp cluster-id 1

C.set routing-options reflect-client true

D. set protocols isis reflector route-bgp-client

2. JN0-664 Class of Service (CoS)

CoS transforms a "best-effort" network into a service-aware infrastructure. By categorizing traffic, architects
ensure that latency-sensitive applications like Voice over IP (VoIP) remain stable even during massive congestion
on the backbone.

2.1 What is CoS?

CoS manages network congestion by identifying, prioritizing, and queuing packets. It is the difference between a
"congested link dropping random packets" and a "congested link dropping only bulk data while voice remains
clear."

2.2 Key Concepts

The CoS workflow involves Classification, Scheduling, Shaping, and Policing.
2.2.1 Traffic Classification

Ingress packets are mapped to internal forwarding classes.

e DSCP: 6-bit field in IP header (e.g., EF for Voice).
e 802.1p: 3-bit priority field in VLAN tags.

2.2.2 Scheduling
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Scheduling determines the order of transmission.

e Strict Priority: Serves the high-priority queue until empty. Risk: Queue starvation for low-priority data.
WFQ/DRR: Weighted algorithms allocate bandwidth proportionally, ensuring fairness.

2.2.3 Traffic Shaping and Policing

e Shaping (Buffer): Smooths bursts by buffering packets, creating a consistent egress rate.
e Policing (Drop): Enforces rate limits by dropping or re-marking packets that exceed a threshold (e.g., an
SLA for a 100Mbps circuit).

2.2.4 Queue Management
WRED (Weighted Random Early Detection) prevents "global TCP synchronization." By dropping packets

according to Loss Priority (Low/High) before a queue is full, WRED forces TCP sources to back off at different
times, maintaining overall throughput.

2.3 Use Cases

Applied to VolP, Video Streaming, and Mission-Critical Financial Data.

2.4 Junos Configuration

# Define Scheduler and Map

set class-of-service schedulers VOICE-SCHED transmit-rate percent 10

set class-of-service scheduler-maps PREMIUM-MAP forwarding-class expedited-forwarding scheduler
VOICE-SCHED

2.5 Best Practices for CoS

Architects must analyze application requirements before deployment. Use a hierarchical approach: classify at the
edge, trust markings in the core, and rewrite at the egress.

2.6 Forwarding Classes & Loss Priorities in Junos

Forwarding Classes (BE, AF, EF) define the queue; Loss Priorities (Low/High) define the drop likelihood.
Under congestion, WRED drops High Loss Priority (HLP) packets earlier than Low Loss Priority (LLP) packets.

2.7 Traffic Profiles & Three-Color Marking (Policers)

Policers use a Two-Rate Three-Color Marker (trTCM) to enforce SLAs.

Color Traffic Condition Action

Green Within Committed Rate Forwarded
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Yellow | Above Committed / Below Peak Re-marked or Forwarded (Aggressive Drop)

Red Exceeds Peak Rate Dropped immediately

2.8 Hierarchical Class of Service (H-CoS)

The "So What?": In multi-tenant environments, standard CoS shapes the aggregate interface. H-CoS allows
per-customer and per-service shaping. Without H-CoS, a high-priority service for Customer A might starve all
services for Customer B because the scheduler only sees the aggregate link.

2.9 DSCP Rewrite Rules (Output Marking)

Classifiers are for ingress; Rewrite Rules are for egress. This ensures the packet leaves the router with
markings that match the internal processing, allowing the next hop in the SP network to maintain consistent QoS.

CoS ensures quality delivery for high-bandwidth Multicast streams, which optimize one-to-many communication.

2.10 Class of Service (CoS) Practice Question

Q1: Which field is commonly used in IP networks to classify traffic using the Differentiated Services model?
A. DSCP

B. VLAN ID

C. AS_PATH

D. Forwarding Class

Q2: In Junos, what is the primary function of a scheduler within Class of Service (CoS)?
A. To tag packets based on VLAN ID

B. To forward packets based on administrative distance

C. To determine how much bandwidth and priority each queue receives

D. To apply firewall filters on transit packets

Q3: What does Weighted Random Early Detection (WRED) do differently compared to traditional RED?
A. Drops all low-priority packets immediately

B. Uses a strict FIFO method for all queues

C. Applies different drop probabilities based on packet priority

D. Ensures high-priority packets are never dropped

Q4: What is the key difference between traffic shaping and traffic policing in CoS?
A. Policing delays packets; shaping drops them immediately

B. Shaping smooths bursts; policing enforces hard rate limits

C. Shaping is for Layer 3 only; policing applies only at Layer 2

D. Policing creates queues; shaping uses WRED directly

Q5: In Junos, which command is used to associate DSCP values with forwarding classes?
A.set class-of-service rewrite-rules
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B. set class-of-service schedulers

C.set class-of-service policers
D. set class-of-service classifiers dscp

Q6: What is a potential risk of using strict priority scheduling in CoS configurations?
A. Queue starvation for lower-priority traffic

B. Route flapping under high load

C. Increased WRED overhead

D. DSCP misclassification at Layer 2

Q7: Which mechanism randomly drops packets before a queue reaches full capacity to prevent global
synchronization?

A. Traffic shaping
B. RED

C. Strict priority
D. BFD

Q8: What is the purpose of a scheduler map in Junos CoS configuration?
A. To link scheduler policies to DSCP classifiers

B. To control per-hop behavior in MPLS core

C. To apply a set of schedulers to physical or logical interfaces

D. To bind policers to dynamic profiles

Q9: Which of the following statements accurately describes the role of a rewrite rule in Junos CoS?
A. It assigns a bandwidth limit to a traffic flow

B. It maps internal forwarding classes to DSCP or 802.1p values on egress

C. It applies RED thresholds per queue

D. It redirects high-priority traffic to loopback interfaces

Q10: Which CoS feature allows differentiated packet handling based on drop probability within the same
forwarding class?

A. Scheduler map

B. Loss priority

C. DSCP classifier

D. Traffic policer

3. JN0-664 IP Multicast

IP Multicast provides extreme bandwidth efficiency by delivering a single data stream to multiple interested
recipients, avoiding the overhead of redundant unicast streams.
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3.1 What is IP Multicast?

Multicast enables one-to-many communication. Instead of the source sending 1,000 copies of a 10Mbps stream,
it sends one copy, and the network replicates it only where needed.

3.2 Key Concepts
3.2.1 PIM Modes

e PIM-SM (Sparse Mode): Uses a Rendezvous Point (RP). Traffic only flows where explicitly requested.
PIM-SSM (Source-Specific Multicast): No RP required; receivers specify (S,G). This is the modern SP
standard for efficiency.

3.2.2 RPF (Reverse Path Forwarding) Check

The primary defense against loops. A router only accepts a multicast packet if it arrives on the interface used to
reach the source. If the check fails, the packet is discarded.

3.2.3 MSDP (Multicast Source Discovery Protocol)

Used in inter-domain multicast to allow RPs in different ASes to share information about active sources.

3.3 Use Cases

Live sports streaming, stock market data feeds, and IPTV.

3.4 Junos Configuration

set protocols pim interface all mode sparse
set protocols pim rp local address 10.0.0.1

3.5 Best Practices

Always place RPs in the network core and use Anycast-RP (via MSDP) for redundancy.

3.6 IGMP

e IGMPv2: Basic join/leave.
e IGMPv3: Adds source filtering, which is the "So What?" for SSM. Without IGMPv3, a host cannot
request a specific (S,G) pair.

3.7 PIM Bootstrap (BSR) Mechanism

BSR automates RP discovery. Candidate-RPs advertise to the BSR, which then floods the mappings to the whole
domain, ensuring dynamic failover.
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3.8 SSM and IGMPv3 Dependency

SSM requires the receiver to specify the source. Only IGMPv3 (or MLDv2 for IPv6) supports the inclusion of the
source IP in the join message.

3.9 PIM Assert Mechanism

The "So What?": On a shared Ethernet segment, multiple routers might try to forward the same stream. The
Assert mechanism elects a single forwarder based on metric and IP. Without it, the client would receive duplicate
packets, doubling bandwidth consumption and potentially crashing the application.

Multicast efficiency relies on the solid Layer 2 foundation provided by IS-IS.

3.10 IP Multicast Practice Question

Q1: Which statement accurately describes PIM-SM (Sparse Mode)?

A. It uses IGMPv2 instead of RPF to control group membership

B. It always relies on static multicast source configuration

C. It assumes receivers are densely located and floods multicast traffic
D. It requires a Rendezvous Point (RP) for initial multicast traffic delivery

Q2: What is the role of the Reverse Path Forwarding (RPF) check in multicast routing?
A. It forwards traffic along the path with the lowest multicast metric

B. It ensures multicast packets arrive on the expected interface based on unicast routing
C. It balances traffic across multiple multicast trees

D. It replaces the need for loop prevention mechanisms like TTL

Q3: Which multicast routing protocol is used to share source information between RPs in different domains?
A. IGMP

B. BSR

C. OSPF

D. MSDP

Q4: Which PIM mode is most efficient for networks with a single, well-known source and many receivers?
A. PIM-SSM

B. PIM-DM

C. PIM-SM

D. PIM-BSR

Q5: Which of the following best explains the function of the Rendezvous Point (RP) in PIM-SM?
A. It distributes IGMP membership reports to source routers

B. It converts multicast into unicast to prevent flooding

C. It determines the shortest path between multicast receivers

D. It serves as the meeting point for multicast sources and receivers

Q6: What is one key advantage of PIM-Dense Mode (PIM-DM)?
A. It supports MSDP for interdomain routing
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B. It minimizes bandwidth usage by using SSM

C. It avoids the need to configure or elect an RP

D. It is optimal for large-scale, sparse receiver environments

Q7: What condition would cause a multicast router to drop a received multicast packet?
A. The destination IP is not in the router’s FIB

B. The source address is private (RFC1918)

C. The TTL is set to 64

D. The incoming interface fails the RPF check

Q8: What is the primary purpose of IGMP in multicast networking?
A. It allows hosts to join and leave multicast groups

B. It prevents multicast packets from entering OSPF domains

C. It notifies routers of the MTU for multicast packets

D. It prioritizes multicast traffic using DSCP tags

Q9: Which Junos command configures an interface to participate in PIM sparse mode?
A. set routing-options multicast pim mode sparse

B. set pim-sparse ge-0/0/0.0 enable

C.set protocols pim interface ge-0/0/6.0 mode sparse

D.set interfaces ge-0/0/0 unit O multicast sparse-mode

Q10: In a multicast deployment with multiple PIM-SM domains, what is the role of MSDP?
A. It synchronizes unicast routing across domains

B. It replaces PIM-DM as the data-plane protocol

C. It acts as the IGMP proxy for all receivers

D. It advertises active sources across RPs in different domains

4. JN0-664 IS-IS

IS-IS is the preferred IGP for SP backbones because it runs directly over Layer 2 (CLNS), making it immune to
IP-layer attacks and highly scalable.

4.1 What is IS-IS?

IS-IS is a link-state protocol that uses TLVs (Type-Length-Value) for modularity. Because it doesn't use IP for
transport, it is exceptionally stable during dual-stack (IPv4/IPv6) transitions.

4.2 Key Concepts
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4.2.1 Hierarchical Levels

e Level 1 (L1): Intra-area routing.
e Level 2 (L2): Inter-area backbone.

4.2.2 TLVs

The "So What?": TLVs allow IS-IS to support IPv6 or MPLS Traffic Engineering without a protocol redesign. You
simply add a new TLV type to the LSP.

4.3 Advantages of IS-IS

Scalability, fast convergence, and Layer 2 independence.

4.4 Use Cases

Service provider core routing and MPLS transport.

4.5 Junos Configuration

# ISO address is required for IS-I1S
set interfaces 100 unit 0 family iso address 49.0001.1921.6800.1001.00
set protocols isis interface ge-0/0/0.0 level 2 enable

4.6 I1S-IS Independence from IP

Adjacencies form over CLNS. This architectural advantage allows routers to form adjacencies on unnumbered
interfaces before an IP address is even configured, speeding up provisioning.

4.7 Level-1-2 Router Behavior

L1/2 routers bridge areas and maintain dual LSDBs. They can perform "route leaking" to ensure inter-area
reachability.

4.8 DIS: Designated Intermediate System

IS-IS elects a DIS on broadcast segments (no BDR). The DIS generates a pseudo-node LSP to represent the
LAN, reducing flooding overhead.

4.9 LSP Aging and Reliable Flooding

LSPs have a 1200s aging timer. 1S-IS uses sequence numbers and checksums to ensure every router in the area
has an identical Link-State Database (LSDB).

4.10 Area Definition in IS-IS: Based on NET
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The Area ID is embedded in the Network Entity Title (NET). Example: 49.0001.1921.6800.1001 .00

e 49.0001 =ArealID
e 1921.6800.1001 = System ID

e 00 = NSEL (Selector) There is no "Area 0" command; routers with the same Area ID in their NET are in
the same area.

IS-IS provides the transport for Layer 2 and Layer 3 VPN services.

4.11 I1S-IS Practice Question

Q1: What is the primary role of a Level-2 I1S-IS router in a multi-area environment?
A. It propagates Type 7 LSAs across the backbone

B. It performs route redistribution between 1S-I1S and OSPF

C. It forms adjacencies only with Level-1 routers

D. It provides inter-area routing between Level-1 areas

Q2: Which of the following best describes the function of TLVs in IS-IS?

A. They assign cost metrics to physical interfaces

B. They are used only in authentication headers

C. They define area boundaries in the NET address

D. They provide a flexible structure for encoding route and topology information

Q3: What does the “Multi-Topology” feature of IS-IS allow a network to do?
A. Maintain separate databases and routing tables for IPv4 and IPv6

B. Run OSPF and IS-IS concurrently on the same interfaces

C. Increase the LSP flooding interval for scalability

D. Support authentication at both link and system level

Q4: What is the significance of the DIS (Designated Intermediate System) in I1S-I1S?

A. It authenticates other routers using MD5 and TLVs

B. It determines which router sends hello packets in point-to-point links

C. It elects the Level-1 and Level-2 roles for all routers in the area

D. It is responsible for creating a pseudonode and generating LSPs for multi-access networks

Q5: Which field in an IS-IS NET address defines the area?
A. The TLV type

B. The system ID

C. The NSEL (NSAP Selector)

D. The area ID

Q6: What is the purpose of the IP Reachability TLV in IS-IS?
A. To advertise authentication types and levels

B. To describe the physical topology of broadcast networks
C. To elect a Level-2 router in each area

D. To propagate IP prefixes and associated metrics
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Q7: Which statement accurately describes authentication in IS-I1S?
A. Authentication is embedded in NET addresses using TLV 128
B. Authentication is supported on both interface and area levels
C. MD5 authentication is mandatory for LSP flooding

D. Authentication can only be applied at the system level

Q8: How does IS-IS differ from OSPF in its transport mechanism?
A. I1S-IS uses UDP port 88 while OSPF uses TCP

B. IS-IS runs directly over Layer 2 without relying on IP

C. I1S-1S uses GRE for PDU transport in MPLS environments

D. IS-IS encapsulates PDUs in IP packets with protocol 89

Q9: What happens when a router in 1S-IS generates a new LSP with an increased sequence number?
A. It is flooded to neighbors using reliable TCP sessions

B. It replaces older LSPs in all neighbors’ LSDBs

C. Only DIS routers process the updated LSP

D. It triggers a route recalculation using EIGRP metrics

Q10: Which Junos command enables Level-1-2 operation on interface ge-0/0/2.0?
A. set routing-options isis interface ge-0/6/2.0 level all
B.set isis interface ge-6/0/2.0 level 1-2

C.set protocols isis level 2 interface ge-6/0/2.0

D. set protocols isis interface ge-06/0/2.0 level 1-2

5. JN0-664 Layer 2 VPNs

L2VPNs allow customers to treat an SP's global network as a local Ethernet switch, providing transparent Layer 2
reachability.

5.1 What is a Layer 2 VPN?

L2VPNs encapsulate Layer 2 frames into MPLS packets.
5.2 Key Concepts

5.2.1 VPLS

Multipoint Layer 2 service. It uses pseudowires and data-plane MAC learning (flooding).

5.2.2 EVPN
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The modern standard. It uses BGP for control-plane MAC learning.

5.3 How L2VPNs Work

PEs encapsulate Ethernet frames with a VPN Label (VC label) and a Transport Label.

5.4 Use Cases

Data Center Interconnect (DCI) and Cloud services.

5.5 Junos Configuration

set routing-instances VPLS CUST_A instance-type vpls
set routing-instances VPLS_CUST_A vpls-id 100
set routing-instances VPLS_CUST_A interface ge-0/0/1.0

5.6 Split-Horizon Rule in VPLS

To prevent loops, a PE will not forward a frame received from one PE to another PE. This is the default loop
prevention for multipoint pseudowires.

5.7 Signaling Comparison

e VPLS: Uses LDP for signaling pseudowires.
EVPN: Uses BGP (AFI/SAFI) for route exchange.

5.8 MAC Learning: Data Plane vs Control Plane

The "So What?": VPLS relies on flooding (BUM traffic) to find MACs. EVPN uses BGP Type-2 routes. This
provides a massive convergence benefit: the PE knows the destination MAC’s location via BGP before a
single packet is even sent, eliminating broadcast storms.

5.9 EVPN Route Types

Type-2 is for MAC/IP Advertisement, facilitating Integrated Routing and Bridging (IRB).

5.10 Layer 2 VPNs Practice Question

Q1: What is the primary function of LDP in a VPLS-based Layer 2 VPN?
A. To advertise MAC addresses to remote PEs using BGP

B. To establish IPsec tunnels for Layer 2 encapsulation

C. To assign and distribute labels that build pseudowires

D. To signal multicast groups between VPLS instances

Q2: Which statement best describes how VPLS handles MAC address learning?
A. It learns MAC addresses via IGMP snooping across MPLS
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B. It uses BGP to control MAC advertisements

C. It learns MACs dynamically in the data plane by inspecting traffic
D. It uses site-identifier mapping for MAC database population

Q3: What is a key benefit of using EVPN instead of traditional VPLS?
A. It allows control-plane based MAC learning and route advertisement
B. It simplifies pseudowire establishment by avoiding MPLS entirely

C. It enables broadcast storm suppression via LDP

D. It uses IGMP to replicate all unicast traffic across MPLS

Q4: Which Junos command defines a VPLS routing instance?

A. set routing-instances VPLS1 instance-type vpls
B. set protocols mpls instance vpls

C.set class-of-service vpls-options site 1

D. set forwarding-options 12vpn vpls-instance VPLS1

Q5: What role does the site-identifier play in VPLS?

A. It defines which interfaces will use control word

B. It uniquely identifies each PE site in the VPLS instance

C. It triggers LDP to use VPNv4 routes instead of pseudowires
D. It marks the CE as a primary site in split-horizon topology

Q6: What does the split-horizon rule prevent in a VPLS environment?
A. Forwarding labeled packets over CE-facing interfaces

B. Looping of broadcast traffic between P routers

C. Forwarding of frames learned from one PE to another PE

D. Sending MAC route withdrawals during interface flaps

Q7: Which type of label identifies the specific pseudowire between two PE routers?
A. Transport label

B. BGP route label

C. VC label (Virtual Circuit label)

D. LSP path label

Q8: Which feature of EVPN improves convergence and redundancy in multi-homed deployments?
A. Label stacking via RSVP-TE

B. LDP-based MAC withdraw

C. BGP aliasing and fast reroute

D. Active-active multi-homing with control-plane MAC learning

Q9: In a Layer 2 VPN, what function does the P router serve?

A. It learns customer MAC addresses and forwards based on VLAN ID
B. It forwards packets based solely on the transport label

C. It terminates VPLS control messages from PE routers

D. It routes packets between VRFs within the provider core
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Q10: Which of the following is an advantage of using Layer 2 VPNSs for Data Center Interconnect (DCI)?
A. Requires no routing between sites

B. Provides Layer 3 segmentation with IPsec encryption

C. Allows seamless Layer 2 connectivity for VM mobility

D. Forces path redundancy using BFD over GRE

6. JN0O-664 Layer 3 VPNs

L3VPNs leverage MPLS to provide isolated, secure routing for multiple customers over a single infrastructure.

6.1 What is a Layer 3 VPN?

The provider participates in the customer's IP routing using VRFs.

6.2 Key Concepts
6.2.1 VRF (Virtual Routing and Forwarding)

Isolated routing tables. The "So What?": VRFs allow multiple customers to use overlapping IP space (e.g.,
10.0.0.0/8) simultaneously without collision.

6.2.2 RD vs RT
Element Purpose Applied in
RD Makes prefixes globally unique Part of NLRI in MP-BGP
RT Controls policy (import/export) BGP Extended Community

6.2.3 MPLS Labels

e Transport Label: Gets the packet to the egress PE.
e VPN Label: Tells the egress PE which VRF to use.

6.3 Use Cases

Corporate WANs and multi-tenant hosting.

6.4 Junos Configuration

set routing-instances VRF_A instance-type vrf
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set routing-instances VRF_A route-distinguisher 65001:100
set routing-instances VRF_A vrf-target target:65001:100

6.5 MP-BGP VPNv4

PEs prepend the 64-bit RD to a 32-bit IPv4 prefix to create a 96-bit VPNv4 route (AFI 1/ SAFI 128).

6.6 PE-CE Routing

While OSPF and Static are options, BGP is preferred for large-scale customers due to its robust policy filtering.

6.7 Inter-AS VPNs (Type A/B/C Overview)

Type A: Back-to-back VRF. Simple but unscalable.

Type B: ASBRs exchange labels.

Type C: End-to-end PE iBGP. The "So What?": Type C is the 'Gold Standard' for global providers
because it keeps the ASBRs (border routers) free from the overhead of holding thousands of customer
VRF routes.

6.8 Layer 3 VPNs Practice Question

Q1: What is the primary function of a VRF (Virtual Routing and Forwarding) instance in an MPLS Layer 3 VPN?
A. It assigns unique VPN labels to P routers

B. It connects CE routers directly across the MPLS core

C. It isolates customer routing tables on PE routers

D. It ensures MPLS label switching for voice traffic

Q2: What is the purpose of a Route Distinguisher (RD) in an MPLS L3VPN?
A. It uniquely identifies identical customer prefixes in the provider network
B. It maps multiple CE interfaces into the same VRF

C. It controls which VPN routes are exported from the VRF

D. It determines whether a route is reachable within the VPN

Q3: In an MPLS L3VPN, which protocol is used to distribute VPN routes between PE routers?
A. OSPF

B. MP-BGP

C. RSVP

D. IGMP

Q4: What is the function of the Route Target (RT) in a Layer 3 VPN deployment?
A. To define the VRF routing table instance type

B. To identify P routers that should install VPN labels

C. To prevent loops by controlling BGP next-hops

D. To enforce import/export policies for VPN route selection



AAAdemy | https://www.aaademy.com

Q5: What is the role of a Provider (P) router in an MPLS L3VPN architecture?
A. It acts as a transit label switch router within the MPLS core

B. It maintains per-customer routing information

C. It participates in MP-BGP exchanges with CE routers

D. It maps RDs to RTs dynamically

Q6: What are the two labels typically attached to a packet in an MPLS L3VPN?
A. A VRF label and a customer MAC address

B. A VPN label and a transport label

C. An RT and RD label pair

D. A TCP port and VRF tag

Q7: Which command configures the Route Distinguisher in a Junos L3VPN routing instance?
A. set protocols bgp group internal rd 65000:1

B. set interfaces ge-0/0/0 unit © rd 65000:1

C. set routing-instances VPN1 route-distinguisher 65000:1

D. set routing-options vpn route-distinguisher 65000 :1

Q8: What must be true for two PE routers to exchange VPN routes in an MPLS L3VPN environment?
A. They must share the same IGP process

B. They must form a successful MP-BGP session

C. They must have a direct Layer 2 circuit

D. They must run PIM between CE devices

Q9: Which of the following benefits does MPLS L3VPN offer over traditional GRE-based VPNs?
A. It avoids using any routing protocols

B. It eliminates the need for label switching

C. It supports IPv6 tunneling over IPv4-only backbones

D. It supports overlapping address spaces with per-customer VRFs

Q10: In an MPLS L3VPN architecture, what is the function of the CE router?
A. It participates in Layer 3 routing with the PE router

B. It terminates MPLS labels and joins the P-core

C. It manages label distribution to all remote sites

D. It forwards customer traffic based on MAC addresses

7. JN0-664 OSPF

OSPF is a versatile Link-State protocol used for internal provider routing or PE-CE connectivity.
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7.1 What is OSPF?

OSPF uses the SPF algorithm to build a loop-free topology. OSPFv2 is for IPv4; OSPFV3 is for IPv6.

7.2 Key Concepts

7.2.1 LSAs
e Type 1/2: Intra-area.
e Type 3: Inter-area.
e Type 4: A pointer to find the ASBR. Insight: Type 4 is useless without the Type 5 route itself.
e Type 5: External routes.

7.2.2 Neighbor Relationships

The state machine moves from Down to Full. DR/BDR election occurs on broadcast segments to reduce LSA
flooding.

7.3 Junos Configuration Example

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0
set protocols ospf area 0.0.0.0 interface ge-0/0/0.0 authentication md5 1 key "Junos"

7.4 OSPFv3 Characteristics (IPv6 Support)

OSPFv3 adjacencies form using link-local addresses.

7.5 OSPF Authentication Methods

e OSPFv2: Has built-in MD5 fields.
e OSPFv3: Lacks authentication fields in its own header. Consequently, it delegates security to the
IPsec stack (AH/ESP).

7.6 LSA Refresh and Aging

LSAs refresh every 30 minutes. If an LSA reaches its 1-hour MaxAge, it is purged, preventing stale topology data
from causing loops.

Summary: The convergence of BGP, CoS, Multicast, 1S-IS, VPNs, and OSPF creates the robust, service-aware
infrastructure required for the JNCIP-SP certification.

7.7 OSPF Practice Question

Q1: What is the primary role of a Type 2 LSA in OSPF?
A. It represents the network topology on broadcast or multi-access segments
B. It advertises external routes into the OSPF domain
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C. It is used by ASBRs to summarize routes into other areas
D. Itis used to propagate external routes in NSSA areas

Q2: In which OSPF area type are Type 5 LSAs not allowed but Type 7 LSAs are permitted?
A. Stub Area

B. Backbone Area
C. Not-So-Stubby Area (NSSA)
D. Totally Stubby Area

Q3: What is the final state in the OSPF neighbor state machine indicating full adjacency?
A. Exchange

B. Init

C. Full

D. Two-Way

Q4: Which OSPF network type requires manual neighbor configuration and does not support broadcast?
A. Broadcast

B. Point-to-Multipoint
C. Point-to-Point
D. Non-Broadcast Multi-Access (NBMA)

Q5: What is the default OSPF metric used to calculate the cost of a link?
A. Delay in milliseconds

B. Bandwidth

C. Hop count

D. Reliability

Q6: Which LSA type is generated by an ASBR to advertise routes from another autonomous system?
A. Type 3

B. Type 2
C. Type 5
D. Type 4

Q7: What is the purpose of a Type 4 LSA in OSPF?
A. It allows routers to reach the ASBR

B. It summarizes intra-area routes for ABRs

C. It advertises point-to-point links between routers
D. It provides authentication details in OSPFv3

Q8: Which statement is true about OSPF's behavior on point-to-point links?
A. No DR/BDR election occurs

B. Hello packets are not required

C. DR and BDR elections are mandatory

D. Multiple adjacencies are built per link

Q9: What does OSPF use to prevent routing loops and ensure accurate route calculations?
A. Loopback interfaces
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B. Reverse Path Forwarding
C. SPF algorithm
D. Distance vector updates

Q10: Which Junos command enables OSPF on interface ge-0/0/0.0 in Area 07?
A.set protocols ospf area 0.0.0.0 interface ge-0/0/6.0

B. set interfaces ge-0/0/0.0 ospf area ©

C.set routing-options ospf interface ge-0/6/0.0 area 0.0.0.0
D. set ospf interface ge-0/0/0.0 area 0.0.0.0

Learning Path & Study Advice

A strong preparation path begins with a clear review of routing fundamentals, especially the logic behind
control-plane behavior and route selection. From there, candidates should deepen their understanding of interior
routing through OSPF and IS-IS before moving into BGP, since BGP often builds on a solid grasp of underlying
reachability and policy-based thinking. After routing foundations are secure, study should expand toward
service-oriented topics such as Layer 2 VPNs, Layer 3 VPNs, IP Multicast, and Class of Service.

The most effective study approach is to focus on why each technology exists, what problem it solves, and how it
behaves in a service provider design. Rather than memorizing isolated commands, candidates should work
toward understanding protocol relationships, service models, traffic flow, and troubleshooting logic. Practical
reinforcement is especially valuable: building small lab scenarios, tracing route behavior, comparing protocol
roles, and analyzing service outcomes can help turn abstract topics into operational knowledge. This certification
is best approached as an exercise in architectural understanding and technical reasoning rather than simple
recall.

Who This PDF Is For

This PDF is intended for network engineers, service provider engineers, and technical professionals who are
developing professional-level knowledge of provider networking technologies. It is most suitable for individuals
who already have a solid background in IP networking and want to strengthen their understanding of advanced
routing, VPN services, multicast, and traffic handling. It is especially useful for those involved in deployment,
operations, support, or design tasks within service provider or large-scale enterprise environments that use
carrier-style networking concepts.
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Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

https://www.aaademy.com/JNCIP-SP/JN0-664.html|

Online Flashcards (Quizlet):

https://quizlet.com/user/AAAdemy/folders/in0-664-service-provider-professional-jncip-sp?i=6zfa5t&x=1xqt

Attachment : Answers by Knowledge Point

OSPF Practice Question

A1: Answer: A

Explanation: A Type 2 LSA is generated by the Designated Router (DR) on broadcast or multi-access networks to
describe the routers connected to that segment. It allows other routers in the area to understand the network
topology.

A2: Answer: C
Explanation: In a Not-So-Stubby Area (NSSA), external routes can be imported using Type 7 LSAs instead of
Type 5 LSAs. This allows limited external connectivity while preserving some of the scalability of stub areas.

A3: Answer: C
Explanation: The "Full" state is the final state in the OSPF neighbor relationship process, indicating that LSDBs
are fully synchronized and routers are fully adjacent.

A4: Answer: D
Explanation: NBMA networks, such as Frame Relay, do not support broadcast. Therefore, neighbors must be
manually configured, and DR/BDR elections still occur.

A5: Answer: B
Explanation: OSPF uses bandwidth as the default metric to calculate the cost of a link. The higher the bandwidth,
the lower the cost. The formula is usually 160,000,000 / interface bandwidth in bps.
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AG6: Answer: C

Explanation: Type 5 LSAs are external LSAs generated by ASBRs to advertise routes imported from external
sources, such as BGP or static routes from other ASes.

A7: Answer: A
Explanation: Type 4 LSAs are generated by ABRs to advertise a route to reach the ASBR. This LSA enables
routers in other areas to know how to reach the external route provider.

A8: Answer: A
Explanation: On point-to-point links, such as serial connections, OSPF does not perform DR/BDR elections
because only two routers are involved.

A9: Answer: C
Explanation: OSPF uses the Shortest Path First (SPF) algorithm, also known as Dijkstra’s algorithm, to calculate
the shortest and loop-free path to each destination based on the link-state database.

A10: Answer: A
Explanation: In Junos, to enable OSPF on a specific interface, the correct syntax is set protocols ospf
area <area-id> interface <interface-name>. Option A matches this format.

IS-1S Practice Question

A1: Answer: D

Explanation: Level-2 routers in IS-IS maintain the full topology of all areas and are responsible for routing traffic
between Level-1 areas, similar to OSPF's backbone (Area 0) behavior.

A2: Answer: D
Explanation: TLVs (Type-Length-Value) are flexible, extensible structures used in I1S-IS PDUs to carry information
like IP reachability, metrics, capabilities, etc., without redesigning the protocol.

A3: Answer: A
Explanation: Multi-Topology IS-IS allows IPv4 and IPv6 to coexist on separate topologies, avoiding cross-impact
and enabling independent convergence and routing logic.

A4: Answer: D
Explanation: In broadcast/multi-access networks, the DIS is elected to create a pseudonode representing the
shared segment and generates LSPs on its behalf, reducing overhead.

A5: Answer: D
Explanation: The Area ID is part of the NET (Network Entity Title) address and defines the I1S-IS area a router
belongs to. Routers in the same area must have matching Area IDs.

A6: Answer: D
Explanation: The IP Reachability TLV carries routing information about IPv4/IPv6 prefixes and metrics, allowing
IS-IS routers to calculate IP routes.

A7: Answer: B
Explanation: 1S-IS supports authentication on both interface-level and area-level using TLVs. MD5 and plaintext
are common methods to prevent unauthorized routing information.
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A8: Answer: B

Explanation: IS-IS operates directly over Layer 2 (CLNS) and does not use IP for transport, unlike OSPF, which
encapsulates its packets in IP (protocol 89).

A9: Answer: B
Explanation: In I1S-IS, newer LSPs (with a higher sequence number) overwrite older ones in neighbor LSDBs.
LSP flooding is reliable but not based on TCP.

A10: Answer: D
Explanation: In Junos, Level-1-2 operation is configured using set protocols isis interface <int>
level 1-2, allowing the interface to participate in both intra- and inter-area routing.

BGP Practice Question

A1: Answer: D

Explanation: AS_PATH lists all the ASes a route has traversed. A router will reject any route that contains its own
AS number, thus preventing loops between ASes.

A2: Answer: B
Explanation: eBGP uses a TTL of 1 by default, meaning the peer must be directly connected unless TTL is
manually increased for multi-hop eBGP (e.g., in loopback-based designs).

A3: Answer: A
Explanation: BGP chooses paths based on several attributes in a specific order. The first attribute considered is
Local Preference (higher is better), which influences outbound routing.

A4: Answer: C
Explanation: NEXT_HOP identifies the IP address a router should use to reach a destination prefix. If the next
hop is unreachable, the route will not be installed.

AS5: Answer: A
Explanation: iBGP requires a full mesh of peerings. Route Reflectors allow centralized control, reducing the total
number of required sessions in large-scale networks.

A6: Answer: B
Explanation: The “no-export” community restricts BGP from advertising a route outside the local AS (in eBGP),
though it may be shared within the AS or confederation.

A7: Answer: A
Explanation: MP-BGP (Multiprotocol BGP) is used in MPLS Layer 3 VPNs to carry VPNv4 and VPNV6 routes,
distinguishing customers using Route Distinguishers (RDs) and Route Targets (RTs).

A8: Answer: A
Explanation: Graceful Restart allows BGP routers to preserve forwarding paths temporarily while the control
plane restarts, avoiding route flapping.

A9: Answer: B
Explanation: iBGP does not propagate iBGP-learned routes to other iBGP peers due to loop prevention rules.
This is why full mesh, Route Reflectors, or Confederations are needed.
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A10: Answer: A
Explanation: The command set protocols bgp group <group-name> neighbor <IP>
route-reflector-client defines a neighbor as a Route Reflector client in Junos.

Class of Service (CoS) Practice Question

A1: Answer: A

Explanation: DSCP (Differentiated Services Code Point) is a 6-bit field in the IP header that allows classification
of packets into service classes. It supports differentiated treatment of traffic types.

A2: Answer: C
Explanation: A scheduler defines how queues are serviced — including bandwidth allocation, strict priority
behavior, and shaping. It's applied via a scheduler map to interfaces.

A3: Answer: C
Explanation: WRED extends RED by using traffic priority (such as loss-priority or DSCP) to assign different drop
probabilities, protecting critical traffic from being dropped too early.

A4: Answer: B
Explanation: Traffic shaping buffers excess traffic and sends it at a controlled rate. Policing drops or re-marks
traffic that exceeds predefined thresholds, enforcing a strict limit.

A5: Answer: D
Explanation: The command set class-of-service classifiers dscp ... is used to associate DSCP
values with specific forwarding classes and optional loss-priority settings.

A6: Answer: A
Explanation: Strict priority queues always get serviced first, which may cause lower-priority queues to be starved
of bandwidth, especially under congestion.

A7: Answer: B
Explanation: RED (Random Early Detection) helps avoid queue overflow by randomly dropping packets early,
which signals TCP senders to slow down and prevents synchronized drops.

A8: Answer: C
Explanation: Scheduler maps in Junos are used to apply defined schedulers (with bandwidth/priority settings) to
interfaces, managing how traffic classes are handled.

A9: Answer: B
Explanation: Rewrite rules modify the packet's marking (e.g., DSCP, 802.1p) as it exits the device, ensuring QoS
information is preserved across network boundaries.

A10: Answer: B
Explanation: Loss Periority differentiates packets within the same forwarding class (e.g., low vs. high) to apply
drop decisions, especially in WRED scenarios.

IP Multicast Practice Question
A1: Answer: D
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Explanation: PIM-SM assumes receivers are sparsely distributed and uses a Rendezvous Point (RP) to manage
group membership and control multicast distribution trees.

A2: Answer: B
Explanation: The RPF check verifies that multicast packets are received on the interface the router would use to
reach the source. This prevents routing loops and ensures proper delivery.

A3: Answer: D
Explanation: MSDP (Multicast Source Discovery Protocol) enables RPs in different domains or ASes to exchange
information about active multicast sources, supporting interdomain multicast.

A4: Answer: A
Explanation: PIM-SSM (Source-Specific Multicast) is optimized for one-to-many applications where receivers
know the source address, eliminating the need for a Rendezvous Point.

A5: Answer: D
Explanation: In PIM-SM, the RP acts as the logical meeting point where multicast sources send their traffic and
from which receivers join the multicast tree.

A6: Answer: C
Explanation: PIM-DM uses flood-and-prune behavior and does not require an RP, making it simpler in small,
dense networks without needing centralized configuration.

A7: Answer: D
Explanation: If a multicast packet arrives on an interface that does not match the reverse path to the source, the
RPF check fails and the router discards the packet.

A8: Answer: A
Explanation: IGMP (Internet Group Management Protocol) is used by hosts to signal interest in joining or leaving
multicast groups, enabling routers to forward group traffic appropriately.

A9: Answer: C
Explanation: In Junos, the command set protocols pim interface <interface> mode sparse
enables PIM-SM operation on a specific interface.

A10: Answer: D
Explanation: MSDP shares active source information between Rendezvous Points across different domains,
allowing interdomain multicast trees to form.

Layer 3 VPNs Practice Question

A1: Answer: C

Explanation: A VRF allows a PE router to maintain separate routing tables for each customer, ensuring route
isolation and support for overlapping IP address spaces.

A2: Answer: A
Explanation: RDs are appended to customer prefixes to make them globally unique within the MPLS provider's
network, allowing overlapping address spaces among customers.
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A3: Answer: B

Explanation: MP-BGP (Multiprotocol BGP) is used to exchange VPNv4 routes between PE routers, carrying RD
and VPN labels as part of the NLRI.

A4: Answer: D
Explanation: RTs are BGP extended communities that determine which routes are imported into or exported from
a VRF. They enforce policy relationships between VPNSs.

A5: Answer: A
Explanation: P routers do not maintain customer-specific routes. They forward labeled packets based on the
outer transport label, ensuring scalability and separation.

A6: Answer: B
Explanation: The transport label guides the packet through the MPLS core to the correct PE, while the VPN label
identifies the destination VRF on the remote PE.

A7: Answer: C
Explanation: The RD is configured within a routing instance in Junos using the command: set
routing-instances <name> route-distinguisher <rd> to make routes unique in VPNv4 space.

A8: Answer: B
Explanation: PE routers must establish a Multiprotocol BGP (MP-BGP) session to exchange VPNv4 routes. This
control-plane connection enables distribution of RD/RT-tagged prefixes.

A9: Answer: D
Explanation: MPLS L3VPN uses VRFs to isolate customer routes, allowing service providers to support
overlapping address spaces and more scalable architectures than GRE VPNSs.

A10: Answer: A
Explanation: The CE router performs Layer 3 routing with the connected PE router, exchanging routes via static,
OSPF, BGP, or other protocols, but it does not participate in MPLS.

Layer 2 VPNs Practice Question

A1: Answer: C

Explanation: LDP (Label Distribution Protocol) is used to distribute labels that identify and establish pseudowires
between PE routers in an MPLS Layer 2 VPN (VPLS) deployment.

A2: Answer: C
Explanation: In VPLS, PE routers learn MAC addresses in the data plane through traffic inspection, similar to how
a physical Ethernet switch operates.

A3: Answer: A
Explanation: EVPN leverages BGP for MAC learning and advertisement in the control plane, offering better scale,
convergence, and efficiency over data-plane-based VPLS.
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A4: Answer: A
Explanation: The command set routing-instances <name> instance-type vpls creates a VPLS
instance in Junos, which is required for Layer 2 VPN services.

A5: Answer: B
Explanation: Each PE in a VPLS deployment must be assigned a unique site identifier. This is used to prevent
loops and ensure correct pseudowire behavior across the MPLS core.

A6: Answer: C
Explanation: Split-horizon in VPLS ensures that traffic received from a PE is not forwarded to another PE within
the same VPLS instance, preventing loops.

A7: Answer: C
Explanation: The VC label (Virtual Circuit label) is used to identify a specific pseudowire that connects two PE
routers for Layer 2 VPN forwarding.

A8: Answer: D
Explanation: EVPN supports active-active multi-homing using BGP-based control-plane MAC learning, enabling
rapid convergence and redundancy for multi-attached CEs.

A9: Answer: B
Explanation: P routers are unaware of customer Layer 2 information and forward traffic based only on the outer
MPLS transport label across the core.

A10: Answer: C
Explanation: Layer 2 VPNs like VPLS and EVPN extend Layer 2 domains across data centers, which is critical for
seamless VM migration and workload mobility in DCI scenarios.
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